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Abstract 
The myth behind the wise sovereign and the good military general to 

strike and conquer, and achieve feats beyond the reach of ordinary men, 

is foreknowledge. As Abraham Lincoln (former American President) puts 

it, “To foresee is to rule!” But, this foreknowledge cannot be elicited from 

spirits, it can’t be obtained inductively from experience, or by any 

deductive calculation. Knowledge of the dispositions of adversaries and 

allies alike in the international arena can only be obtained from other men. 

Therefore enlightened statesmen and good army generals acknowledge 

the place of intelligence as the collection, analysis, exploitation, evaluation 

and dissemination of information for the use of decision making on 

national security. However, in this dark aspect of governance, how are 

secrecy, intelligence, covert action and the use of force intertwined in the 

making and implementation of foreign and defense policy? As states seek 

to preserve their security, how are the secret tools of deception and 

espionage employed? What synergies exist in deceiving, spying, 

influencing, persuading and threatening in the practice of clandestine 

diplomacy? These are some of the questions the paper seeks to address 

while adopting mainly the secondary data collection method. 



South-South Journal of Humanities and international Studies                      Vol.3 No.1 March, 2020 
 

Intelligence for National Security: A Theoretical Construct        76 

Key words: Intelligence, National Security, Statecraft, Diplomacy, Policy-

Making. 

 

Introduction 

One of the fundamental goals of all nations is security. It is the core value 

of governments all over the world. A major instrument in ensuring state 

security is intelligence, and states all over the globe practice intelligence; 

only some states direct more resources to the process than others. 

Conversely, an Intelligence Agency is a government agency responsible for 

the collection, analysis, and exploitation of information in support of law 

enforcement, national security, military, and foreign policy objective. (Paul 

2013). Means of information collection are both covert and overt and may 

include espionage, communication, interception, cryptanalysis, 

cooperation with other institutions, and evaluation of public sources. For 

centuries the significance of intelligence as statecraft has been recognized 

(Taylor, 2016). 

 

Whereas for centuries, the desire and need for intelligence has been 

constant, it would appear that the availability of same, the means of 

collection, the technology of communication and the speed and accuracy of 

turning raw information into finished intelligence for decision makers have 

changed exponentially. It is the critical ingredient in defining the 

characteristics of these changes that results in what we now refer to as the 

Information Age. The accumulation of the information sought and the 

means by which it was sought were the same, for example, in the Industrial 

Age. But, it is different in today’s post-industrial, post-service economy 

information age, where governments, businesses, and common social inter-

course are all driven by the need for, and availability of information, as well 

as the need, at times, to keep information secret from others. 
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Background to Intelligence as Statecraft 

The practice of information collection about other groups in order to make 

more informed decisions, and have a comparative advantage when dealing 

with them have been there from time immemorial. This is because tribes, 

clans, empires, and nations have been involved in such practices. Hitz 

(2004) has averred that, right from the inception, modem nations believe 

that collection, analysis, and use of good intelligence will enhance their 

security in an anarchic world. Intelligence was minimal, and focused only 

on potential antagonist in the nineteenth century. However, beginning 

from the twentieth century most super powers with the exception of the 

U.S, had established both military and civilian intelligence agencies 

operating in times of peace and war (Taylor, 2016). 

 

The first two wars of the last century saw the growth and 

institutionalization of these agencies which in most cases, made significant 

contributions to the war effort. Take for instance, the war in the Pacific was 

turned around by intelligence, the war in the Atlantic profited from 

intelligence, counterintelligence efforts in Britain and US virtually 

eliminated German and the intelligence-devised deception associated with 

the D-Day Invasion was critical. 

 

There appears to be two major characteristics of intelligence during the cold 

war, under which all others may be subsumed. First, Technology 

Intelligence (Technint) became extremely sophisticated. Spy planes, 

satellite surveillance, computer-assisted cryptography, and remote- 

controlled listening and imaging devices changed the way much 

intelligence was collected. Second, Human intelligence (Humint) became 

pervasive. State secrets of every major power were betrayed to other states. 

In the early days of the Cold War, most traitors were ideologically 

motivated. Westerners sympathetic to communism penetrated their own 

military intelligence and government structures. And Russians sympathetic 

to democratic ideals betrayed Soviet secrets to Western intelligence. But as 
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idealism faded, most traitors went into the business for money (Born, 

Johnson and Leigh, 2005). 

 

In the 1990s, just when people in many nations were thinking intelligence 

agencies could be eliminated or, at least, reduced, international terrorism 

provoked cries for increased intelligence. Terrorism was not new. It had 

been around literally for centuries. But the dramatic rise of terrorism 

sponsored by extremist Islamist groups raised the stakes to unprecedented 

heights. The al-Qaeda attacks beginning in the early 1990s challenged the 

security of many states as well as global stability. They, along with issues 

of weapons proliferation and international drug and criminal activities, 

have brought about the greatest expansion of intelligence agencies and the 

greatest infusion of money in history (Clarke, 2004). 

 

At the same time, the failures of intelligence agencies to predict al-Qaeda 

attacks and the faulty intelligence about WMD in Iraq have brought about 

unprecedented scrutiny and transparency of intelligence agencies. Heads 

of intelligence agencies are now public figures. Their operations have 

become so public that some believe the phrase ‘secret intelligence’ has 

become an oxymoron. Moreover, to prevent terrorist from organizing cells 

in a country, intelligence agencies with parliamentary and legislative 

authority, have become more pervasive and their very actions seem to some 

to threaten the civil liberties that characterize western civilization. This 

situation has led Orugbani (2018) to ask “How free is the free world?” The 

modern security environment (terrorism, nuclear proliferation, cross-

national drugs and crimes — all occurring during unprecedented 

globalization) has brought about calls for stronger intelligence activities 

while at the same time it has created concerns about the unintended 

consequences of intelligence activities. Whether the SIS of Britain, CIA of 

the US; FSB (formally KGB in the days of the Soviet Union); DGSE of France 

or DM1 of Nigeria; they all have the same objective Satow (2017) which is 

national security. But, diplomacy is mutating. The twenty first century is 



South-South Journal of Humanities and international Studies                      Vol.3 No.1 March, 2020 
 

Intelligence for National Security: A Theoretical Construct        79 

witnessing changes — changes arising from increased inter-dependence 

and globalization that are redefining how international relations are heard, 

and other transnational intercourse; so also are the importance attached to 

instruments of state craft among others. Take for instance, the ability to 

manage force for diplomatic or military ends now depends to a large extent, 

on intelligence capabilities. Winners often master them, losers frequently 

do not. For example, intelligence worked when Israel planned and 

conducted its surprised attack on Syria’s nuclear reactor in 2007. The rector 

was revealed by an Iranian defector, described by Israeli intelligence agents 

and technical sensors, and eventually destroyed by Israeli bombers. But, as 

George (1981) has noted, “states often attempt to coerce in peace time or 

persuade with force”. In 2003, the U.S government demanded that Iraqi’s 

leader, Saddam Hussein, gives up his Weapons of Mass Destruction 

(WMD) or suffer invasion. Whereas Iraqi’s weapons facilities were 

shrouded in secrecy, U.S policy makers and intelligence officials were 

convinced that active WMD programs were on. Saddam refused to comply, 

so the United States invaded. The use of intelligence services, using secrecy, 

counter intelligence, and espionage by both governments was apparent as 

they appraise threats and tailored strategies. But, in this circumstance, 

intelligence failed on both sides; as Saddam underestimated the resolve of 

the U. S. and the United States misjudged Iraq’s WMD, leading to Powell’s 

confession and the disgraceful outing of the U.S. 

 

Both scenarios in Syria and Iraq rather raised an obvious connection 

between the power to know and deceive, and the power to fight and coerce. 

The interesting questions emanating there from are: how are Secrecy, 

Covert Action, Intelligence and the use of force entwined in the making and 

implementation of foreign and defense policy? As states seek to preserve 

their security during times of peace and war, how are the secret tools of 

deception and espionage employed? Whereas it is true that the role of 

intelligence in national security is a road less traveled by scholars because 

of the very nature of intelligence and national security; specialized 
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literature on the history of intelligence and certain memoirs that cover the 

practice of clandestine diplomacy and war do exist on these important 

questions. However, little systematic work has been done on the synergies 

involved in deceiving, spying, influencing, persuading and threatening 

among others. As Coats (2018) noted the relationship of intelligence to 

politics and diplomacy; with few exception - as in the pioneering works of 

the U.S intelligence community - have been scanty. Scholarship in the area 

seems to have remained in a dark void. 

 

The concept of what constitutes National Security is also widening, up till 

the ending of the twentieth century for instance, national security was 

discussed mainly in terms of Weapons of Mass Destruction (WMD), 

Ballistic Missiles, among other military hardware. Today, national security 

is also information, food, energy, capital, skills among others. (Gurtov, 

1994). 

 

The immediate purpose of statecraft in international relations is to ensure a 

society’s security against potential enemies. The security and wellbeing of 

any state in the international arena depends on the comparative advantage 

a state has in information gathering among other determinants of the 

foreign policy making process. (Orugbani, 2018)  This is the major thrust of 

National Security and Intelligence. We shall in this paper look at the 

concept and practice of intelligence as statecraft aimed at ensuring national 

security. We shall use mainly the secondary data collection method; 

because of the nature of our subject of inquiry. 

 

Theory of Intelligence 

A general theory of intelligence can be drawn from Cybernetics, a 

discipline developed in 1947 by mathematician Norbert Weiner and others. 

The word cybernetics comes from a Greek word meaning helmsman or 

governor — one who steers a ship. A helmsman must use skill, intuition, 

and constant feedback from the environment to permit accurate steerage of 
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the vessel. Cybernetics is a complex science drawn from biology, neural 

modeling, psychology, mathematics, electrical engineering as well as other 

disciplines. It is the science of feedback - the study of how information can 

maintain or alter any biological, social, mechanical, or artificial system. 

Cybernetics has contributed to the development of General Systems 

Theory, Artificial Intelligence, and Robotics. (Taylor, 2016) Cybernetics is a 

perfect metaphor for the role of intelligence applied to statecraft. Decision 

makers are the helmsmen, the governors, who must use skill, intuition, and 

a constant flow of information or intelligence to optimize efficiency 

(defined as the most security at the least cost) for the state. Cybernetics is 

the iterative flow of information that allows thermostats to maintain 

temperature in a building, but for Risen (2006) it is much more than that. It 

is about defined goals based on information flows. It is a unifying theory 

that runs through all levels of human interaction. Though not frequently 

acknowledged, it played a role in the development of constructivism, 

particularly social constructivism — the notion that social institutions adapt 

through the constant processing of stimuli (information) from the 

environment. (Richelon 2001, Taylor 2016). 

 

Intelligence, whether defined as process, product, or people, involves 

collecting and analyzing billions of stimuli from the international 

environment. The resulting information is used by decision makers as they 

act as helmsmen in steering the ship of state through the hazardous waters 

of international politics. 

 

The Process and Discipline of Intelligence 

 The intelligence process, also called the intelligence cycle, begins with 

national security and foreign policy officials needing to know something 

about other states or other global actors involved in world affairs whose 

actions might impinge on the security of their state (Ferris, 2003). That need-

to-know, along with literally hundreds of others, will be prioritized and 

eventually assigned to one or more entities that make up a state’s 
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intelligence community. This prioritization stage also involves decisions 

about which intelligence disciplines will be used to collect the information. 

The requested information may be about empirical and observable 

developments (missile characteristics, WMD, types of weapons, foreign 

commitments.) or it may be about intentions (what a state or group plans 

to do with its weapons). But above all, the information is usually something 

that the target state or group does not want other states to obtain (CIA, 

2018). 

 

Next is the collection stage: Various intelligence agencies and sub-agencies 

will begin to collect information through Humint, Techint, Osint, among 

others, usually, a combination of all disciplines, particularly if the topic is 

prioritized at a high level. In the buildup to the 2003 Iraqi war, for example, 

nearly every intelligence entity in several major states was focused on Iraq. 

Satellite photography, airborne listening devices, and other highly 

sophisticated instruments were focused on Iraqi developments, while 

Sigint agencies were intercepting public and private communications. At 

the same time, some intelligence officers were interviewing defectors, 

emigrants, as well as official and non-official visitors to Iraq while other 

officers were trying to develop sources of information within the Iraqi 

government itself. (Stampel, 2007). 

 

Analysis is the next stage in the intelligence process. All collected and 

processed information is eventually fed to analysts who must place it into 

historical contexts and try to separate the valid information from the 

disinformation put out by the intelligence target to confuse any collecting 

state. Many consider analysis the most important and the most difficult 

stage in the intelligence process. Information sent to analysts is called raw 

or unfinished intelligence; it is often conflicting, ambiguous, contradictory, 

or even occasionally accurate. When information leaves the analysts it is 

referred to as finished intelligence. 
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Production follows analysis: Obviously, critical and time-sensitive 

information will be delivered immediately to decision makers. But most 

analysis is put into some finished form before being sent to decision makers 

as an intelligence product. The product can take a variety of forms. It may 

be daily or occasional briefs to decision makers or it may be what are called 

intelligence estimates - periodic printed assessments of important 

developments. The final stage in the intelligence process closes the cycle. It 

involves the dissemination or delivery of the information to those who 

requested it in the first place. Obviously, throughout the cycle additional 

related information gets added to the specific information gathered in 

response to the original questions, but it is at this stage that intelligence 

theoretically adds value to the decision making process. Senior government 

officials, armed with the intelligence product, are able to pursue policies 

and practice statecraft in a more informed manner and, theoretically, better 

able to enhance either state or alliance security. 

 

Finally, at any stage in the cycle, ‘stove piping’ may occur. Either collector 

or analysts may take what they deem to be pleasing information directly to 

the decision maker and thus circumvent the crucial analytical process. For 

example, at one point in the prelude to the Iraq invasion, two American 

Defense Department officials took information directly to their superiors 

rather than submit it to intelligence community analysts. The information 

proved misleading and would have been seen in better perspective had it 

gone through the normal analytical process (Johnson and Wirtz, 2008). 

 

National Security and Intelligence since World War 11    

It is the position of Ferris (2003) that most of what we understand as the 

contribution of intelligence to national security in modern times includes 

many developments during the first fifty years of the twentieth century. 

The role of British intelligence in getting America into the Second World 

War (the Pearl Harbor), the dramatic impact of cryptography during the 

Second World War ( the Enigma development), and the amazing success of 
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British counterintelligence in using Hitler’s spies for their own purposes 

(the Double Cross Operation) are all interesting and important. But for the 

purpose of this paper we shall begin from the Cold War period.  

 

Four Second World War intelligence developments set the stage for 

Intelligence during the Cold War. First, in reaction to the Pearl Harbor 

attack in 1941, the US created its first civilian intelligence agency – Office of 

Strategic Services (OSS). By the end of the war, the OSS had become a fairly 

large and sophisticated intelligence operation with experience in nearly all 

phases of intelligence – collection, analysis, special operations, and 

psychological warfare. However, shortly after the war ended, American 

President Harry S. Truman disbanded the OSS. Parts of it were transferred 

to other departments and Truman immediately initiated planning for a new 

civilian agency. The National Security Act of 1947 created among other 

things, the Central Intelligence Agency (CIA) and America now jointed 

other major world powers with a peacetime civilian intelligence agency 

(Corson, 1977). 

 

Second, the extensive Signal Intelligence (Sigint) cooperation established 

between Great Britain and the United States led to the world’s first 

intelligence treaty between nations. The BRUSA agreement of 1943 

followed a series of both formal and informal exchanges of personnel and 

information between Britain and the U.S. Later a treaty bound the UK, US, 

Canada, Australia, and New Zealand to cooperate fully in the collection and 

sharing of Sigint information. It even divided geographical collection 

responsibilities between those nations (Aldrich, 2001). 

 

Third, aerial overhead imagery — imagery intelligence (imint), first begun 

during the First World War, became much more sophisticated during the 

Second World War. As that ended and the Cold War began, Western 

nations believed it was even more important to be able to obtain 

information about Soviet weapons development through overhead 
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imagery. Both British and American aircraft gathered Sigint and Imint 

intelligence by flying over international waters but as close to the Soviet 

territorial border as possible using spy planes until the US U – 2 over flight 

was brought down in May 1st 1960 by Soviet fire power (Hoffman, 1981). 

The US developed satellites that is capable of taking a variety of images 

from hundreds of miles in space while either orbiting the planet or 

geosynchronous above Soviet territory. The Soviet soon developed their 

own photographic satellites and the era of ‘eyes in the sky’ began. As both 

parties to the Cold War acquired the ability to monitor weapons 

development the actual arms control agreements began in the 1970s. 

Contrary to the popular believe at the time, intelligence gained from 

satellites actually added to international security, and played a role in the 

ending of the Cold War. In fact, it may be said that in the absence of this 

intelligence source, arms control agreements would have been unlikely 

(Burrows, 1986). 

 

The fourth Second World War development that both set the stage for, and 

carried into, the Cold War, was the intense human espionage conducted on 

both sides of the iron curtain. Before the war ended, the Soviet Union had 

more spies working against its allies than its enemies. In the early post-war 

years, a remarkably large number of British, American, and West German 

citizens were working for Soviet intelligence. Senior British intelligence and 

foreign office personnel became traitors and several well-placed U.S and 

West German bureaucrats and government officials betrayed their 

countries, and vice versa  (Hitz, 2004). 

 

Ethical and Legal Issues in Intelligence 

The twenty-first century has seen an increase in the need for and use of 

intelligence and an increase in the ways it can be collected. But these 

developments have also raised even more questions about the ethics and 

legality of intelligence operations. Several issues; both at the moral and 

international law levels need to be addressed. First, the domestic laws of 
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the collecting nation always permit (either expressly in statutes which 

create intelligence agencies or tacitly through the existence of such 

agencies) the sending of their own personnel abroad for such purposes. The 

nation recruits these people; it trains them, pays them and provides for their 

retirement. 

 

Second, positive international law (bilateral and multilateral treaty 

obligations between states) is generally silent or permissive on the subject - 

espionage. Some interpret the presence of verification clauses in a variety 

of arms control, disarmament, non-proliferation and other international 

treaties as legitimizing that aspect of intelligence collection. Most of these 

treaties contain a clause to the effect that no state that is a party to the 

agreement will interfere with National Technica1 Means (NTM) of 

verification. NTM normally refers to overhead surveillance or other 

electronic collection techniques. Third, the laws of all nations prohibit their 

own citizens from revealing state secrets to other nations. In short, it is legal 

under the laws of one’s own nation to be sent abroad to persuade citizens 

of other nations to do what their own laws prohibit and international law 

largely ignores. 

 

Discussions of the ethics of intelligence collection usually treat two aspects. 

The first aspect is the relationship of means to ends. As long as the purpose 

of the espionage is to protect and enhance nation’s security, and as long as 

the means chosen are the least intrusive available, many deem intelligence 

collection as ethical. 

 

The second aspect refers to the overall international environment in which 

the collection occur. In an anarchic international environment with minimal 

or no international sources of security beyond the individual nation, the 

‘others do it’ theory is often used as an ethical justification of collection. 

That is, as long as other nations are spying on us and in effect, are 
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compromising our security, it is ethical for us to spy on them if it enhances 

our security. 

 

Covert Action 

Covert action (CA), sometimes called special activities, refers to activities 

carried out by one state to other political or economic developments in 

another state while disguising the source of that influence. Thus, the 1986 

surprise American bombing of Libya was a secret military action but was 

not covert action since no attempt was made to disguise the source of the 

attack. However, CIA attempts to assassinate Cuban leader Fidel Castro in 

the mid-1960s, although they failed, were meant to remain secret forever. 

 

Some of these activities are relatively benign and minimally intrusive; 

others clearly violate the UN requirement not to interfere with the political 

independence or territorial integrity of other states. At the least intrusive 

end of the continuum are such activities as financial or political support to 

friendly political parties, labor groups, popular movements, media, etc. in 

foreign nations where the democratic process is generally intact but under 

siege from antidemocratic forces. Some scholars feel that no sovereignty is 

abridged in such cases while others believe that any secret attempt to 

influence developments in another state violates that state’s sovereignty 

(Daugherty, 2004; Nkrumah 1965). 

 

At the other end of the continuum are CA operations to support favorable 

groups or factions involved in civil conflicts, secretly provide weapons or 

military personnel in such conflicts, engineer coups to remove unfriendly 

political leaders or even attempt assassinations. (Nkrumah, 1965).Getting 

accurate information about CA is very difficult. More is usually known 

about operations that fail than those that succeed. Failed operations become 

public and are frequently written about by journalist and scholars. 

Successful operations, however, remain covert or secret for many years. 
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Justifying Covert Actions 

Those who attempt to justify CA argue that it fills a gap between diplomacy 

and war. This is called, ‘the gap theory of Covert Action’. That is, after a 

state has pursued policies, beginning with the least intrusive and 

continuing up to the most serious diplomatic action, and war still appears 

to be inevitable, some argue that some variations of CA might be better than 

war and may actually prevent war (Breckridge, 1986). 

 

Conclusion 

Intelligence aids policy making. National interest is the nucleus of all 

foreign policies. Thus, the main goal of foreign policy is the consistent 

promotion of national interest (Gates, 201 8). In the pursuit of national 

interest, however, leaders indulge in crafts and practices – overt and covert, 

to achieve such interest; even when the territorial integrity of other states 

was violated (Asimies 2005). Furthermore, Holsti (1992), Oche, (2011) have 

noted that National Security is among the first sets of values that relates to 

the very idea and concept of a nation. The feeling of nationhood; belonging 

to a particular community, and all its emotive connotations are values to be 

protected from threats. Thus, it is because of the need, and requirement of 

states to define their core national values, they become apprehensive 

wherever their neighbors or antagonists acquire capabilities which they 

consider as threats. Such perceptions compel states to increase their levels 

of security vis-à-vis their neighbors. Therefore, an hindsight into the 

capabilities of allies and adversaries in the world stage enhances national 

security; as policy makers are thereby better informed and remain 

proactive. 

 

When the intelligence process works well; when decision makers ask 

penetrating questions, when collectors are creative and successful, when 

analysts paint accurate pictures, and when political pressures on 

intelligence agencies are at a minimum- when these conditions exist, 

intelligence can and made valuable contribution to national security in 
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every state. When the process does not work well, national security may be 

diminished and the foreign reactions intelligence activities generate may 

complicate diplomacy and increase international tensions. As a veritable 

instrument for national security, Africans states should step up intelligence 

activities and pay greater attention to same in their budget and expenditure 

estimates in this new millennium. 
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